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Information Security Lecture

Introduction

I About Information Security Lecture

A menace of the information security increases in the university, and it is necessary to perform the
measures recently. We lecture on information security measures to plan the certain enforcement of
improvement and measures of the information security awareness of the university member as the
measures.

The person targeted for the attendance is all staff and undergraduate students, graduate students.

The attendance of this lecture is required. When attendance is not completed within an attendance period
(90 days), your MID is stopped (access to medical department portal site is stopped, too). If you started for
your new post or entered it in the middle year, you must take lectures within 90 days from the day when
you started for your new post or entered it.

The attendance of this lecture is necessary to validate MID again when MID is stopped. Please offer the one
that wants to validate MID again to I'T center. While MID becomes effective temporarily, you must complete
attendance of this lecture. When you do not complete the lecture within a period, it is stopped again.

In addition, the enforcement and the mandatory this lecture was decided in the third Information Security
Committee in 2015.

I About this manual

This manual shows the attendance method of "the Information Security Lecture". Along with an attendance
procedure, we comment on an operation method. If you do not understand an attendance method, please
take lectures with reference to this manual.

This manual consists of the following items. Look at the necessary part.

1. Access to Lecture Page

2. Attend a Lecture

3. Examination

4. Logout

5. Confirmation of the learning state

I Contact Information

Please directly contact us using the contact information below.

IT center

e-mail:

Direct phone: 0985-58-2867
Extension: 2867, 7818
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1. Access to Lecture Page

I Access to Top Page

Start a web browser and access to https:/elg.cc.mivazaki-u.ac.jp/moodle/?lang=en.

Click “fF 27 4% Hi#E", then click “OOF FENF =07 (% RGHE.

yazali-u.acjp

BRtzF 1T AEHE  Home T English (en) v Login

SAI7HEERBERE + 1 U T+ M

S50 7 S UF - WMEEICDWT (About Information Security Lecture 2025)
by EI#E 5L & — - Thursday, 3 April 2025, 10:53 AM

S 7 FERIR 1 UT ¢ MREERE4A168 (K) LDBMELELET, AFOMIDORITESIT
WAHEERZELTILEZ N,

https://elg.cc.miyazaki-u.ac.jp/moodle/course/view. php?id=55

Fle, [BEACRCESBIRET 1 VT« REAE] (CEDO&, A¥dry FO—2CERd 5%
CDISAT 2 FPCoWT, ERAYOREBEF1UT BBl L WP ESRBET > TV
ELIECROTENET, (L. BEEHPC. &THILTAPC, Fw bJ— FPCISERR<)

BEI2AIBCDNTIE, BFOURLYYS [BE2BHi=AT Al ICPIEALT, BHBHEUL EIPE
FERHELT &L,

https://self-diag.cc.miyazaki-u.ac.jp/ (FHINI)

We will start the Information Security Lecture 2025 on April 16th. Please take the lecture.

https://elg.cc.miyazaki-u.ac.jp/moodle/course/view. php?id=558lang=en

I Login Page

Input your ID and password of MID, and click “Login” button.

elg.cc miyazaki-u.acjp

AN EhA
| O o7 mu

Username

Password

Log in using your account on:

L sxssotny(>93

English (en) v Cookies notice
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I Change Language

If it is not displayed in English, click on the icon in the upper right corner, click on “ZiE#% &~ that appears,
and select “English (en)”.

yazaki-u.acjp
[EHzF1UTr 0FHEE  Home Fuiak—F T3-2

JOoIrAIl

SH7EEEHEF1 VT WEES
BRATSI

Ay tz—=
TS = DT
BHIZEREER 1 UT 1 RN 2

v HCER (¥£)

BRI ETABDERA,

hrsRd S

fazaki-uacjp

BRTF1UT o MHEEE  Home Swiak-F TrI-2

SH7FERREFIVT WREE
gEBAT>a>

HH7FERBEFIUT 5 9

v HCER (¥£)

BRI ETABDERA,
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I Enrolment

When “Enrolment options” is displayed, you have not been enrolled to this lecture yet. Please click a “Enroll
me” button. (When you have been enrolled to this lecture, this is not shown.)

BRtzF 1T 3EEHE  Home Dashboard My courses

SH7EEREEF YT WREE
Enrolment options

HAI7FEREGE VT ¢ 1588 9

~ Self enrolment (Student)

No enrolment key required.

P
Enrol me
==

I Contents

Contents have " H A& (Japanese version)" and "English version", please attend “English version”. The
contents are comprised of "Text" and "Test".

B Course BRTEEMEELIVTT X +

elg.ce miyazaki-uacjp

(&Rt 17T A6EME  Home Dashboard My courses 7E
%
~ English Version
| ¥ General
You study with the following "Text", and solve “Test". If all the questions answered it correctly, you should
PO A | attend an information security measures lecture. Please answer it until you answer all questions
correctly.
REI_aTIN
In == == gn the "Basic Plan for Information Security Measures at the University of Miyazaki," all
Attending Manual clie ed to the campus network will be required to perform a self-inspection to ensure that
v B&Em they meet the information security requirements of the University of Miyazaki. (Excluding office PCs,
- electronic medical record PCs, netboot PCs, etc. )
i )
B (2025) For self-inspection, please access the "Self-Diagnosis System"” at the URL below and conduct an automatic
52 1(2025) diagnosis or self-assessment. Please note that even if you do not perform the self-assessment (i.e., there
is no eligible PC), your MID will not be deactivated.
v English Version
Self-Diagnosis System : https://self-diag.cc.miyazaki-u.ac.jp/ (On-Campus Only)
Text (2025)
& After conducting the self-inspection, please answer the "Test". If you do not have the corresponding
Test (2025) PC, please proceed directly to the "Test” answers.

n Text (2025)
Test (2025)
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2. Attend a Lecture

Select Text

Click the “Text”. Another Window is opened.

BRtzF 1T 3EEHE  Home Dashboard My courses TE -
x®
~ English Version
v General
You study with the following "Text", and solve “Test". If all the questions answered it correctly, you should
PF IR} attend an information security measures lecture. Please answer it until you answer all questions
correctly.
REI_aTIN
In addition, based on the "Basic Plan for Information Security Measures at the University of Miyazaki," all
Attending Manual client PCs connected to the campus network will be required to perform a self-inspection to ensure that
v B&Em they meet the information security requirements of the University of Miyazaki. (Excluding office PCs,
- electronic medical record PCs, netboot PCs, etc. )
i )
B (2025) For self-inspection, please access the "Self-Diagnosis System"” at the URL below and conduct an automatic
2 |-(2025) diagnosis or self-assessment. Please note that even if you do not perform the self-assessment (i.e., there
is no eligible PC), your MID will not be deactivated.
~ E h Version
Self-Diagnosis System : https://self-diag.cc.miyazaki-u.ac.jp/ (On-Campus Only)
Text (2025)
After conducting the self-inspection, please answer the "Test". If you do not have the corresponding
Test (2025) PC, please proceed directly to the "Test” answers.

n Text (2025)
. Test (20251

Start Learning

Click the “Start Learning” button.

Intro Internet Basics > INFOSS
darkmode off

Ch.1 User Authentication and Account >
Ch.2 The Basic Notes for Internet Use >
How the Course is Set Qut
Ch.3 Communications on the Internet >
Ch.4 Transactions on the Internet > The Information Ethics course will follow the format below. Complete the quiz at the end of each chapter to review
what was learned. After finishing studying all the materials, close the text and take the final test to complete the
Ch.5 Security Measures > course.

Ch.6 Copyright and Personal Information o Table of Contents
Protection Law
Intro Internet Basics
Ch.7 Laws Surrounding Network Society >
ChA User Authentication and Account
Ch.g University of Miyazaki Information
Ch2 The Basic Notes for Intarnet Usa
Security
ch3  Communications on the Internet |
Appendix Basic Knowledge of the Internet > ‘
Ch.d Transactions on the Internet |
Appendix Newspaper Articles >
chs Security Measures
Appendix Glossary >
chsé Copyright and Personal Information Protection Law
Back to Top Page ~ cht Laws Surrounding Network Society
chs University of Miyazaki Information Security

Appendix Basic Knowledge of the Internet
Appendix Newspaper Articlss

Appendix Glossary

Start
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I Structure of Contents

The text is shown. The left side shows a chapter menu, and the right side shows the texts. You can look at
the texts that you want to study by clicking a chapter. If you have finished learning, close this window.

elg.cc.miy

Intro Internet Basics.

INFOSS v on

Internet Literacy

]

-2 Cyber Crimes

0-3  Rules and Manners When Using a University Intro Internet Basics

Network

04 Use of Mobile Devices 0-1 Internet Literacy

Ch.1 User Authentication and Account >
The Internet is a new media delivery platform which follows on from newspapers, radio and television. However,
Ch.2 The Basic Notes for Internet Use > unlike newspapers, radio and television, it is necessary to be cautious of the reliability of information provided by
this media
Ch.3 Communications on the Internet > On the Internet, anyone including an individual, as well as public organizations and companies can easily post on
SNS or upload videos. Therefore, cne shoricoming is that, the reliability of the information on the Internet may not
A e IO EORE ] ’ be particularly high. Therefore the users themselves need to judge whether the information published is dependable
Ch.5 Security Measures > or otherwise.

Ch.6 Copyright and Personal Information 5 1. Media Literacy

Protection Law

Information is created by processing the original one according to the
Ch.7 Laws Surrounding Network Society >
sender's intention. The audience may then interpret the information f

Ch8  University of Miyazaki Information totally differently due to the editing. Therefore, it is important to .

Security appreciate the characteristics of various media when you interpret the -

information to avoid being swayed by biased or false information

Appendix Basic Knowledge of the Internet L4 (rumors). The ability to analyze and evaluate information is called
media literacy. In particular, media literacy can be improved by taking

CICT R U A E D ’ into account the following 5 points:

Appendix Glossary >

« Check multiple sources (books, newspapers, television programs, and blogs, etc.) to confirm the:

Back to Top Page ~ information

+ Who will benefit from this information and who loses? Develop a habit of considering whether
information is spread for someone's profit or loss.
Consider the author's intentions, how they edited and presented data

Consider what is said and whalt is not.

3. Examination

I Select Tests

Click the “Test”.

(&Rt 17T A6EME  Home Dashboard My courses 7E
X
~ English Version
| v General
‘You study with the following "Text", and solve "Test". If all the questions answered it correctly, you should
PO A | attend an information security measures lecture. Please answer it until you answer all questions
correctly.
REI_aTIN
In additinn hacad g the "Basic Plan for Information Security Measures at the University of Miyazaki," all
Attending Manual clie ed to the campus network will be required to perform a self-inspection to ensure that
v B&Em they meet the information security requirements of the University of Miyazaki. (Excluding office PCs,
- electronic medical record PCs, netboot PCs, etc. )
i )
B (2025) For self-inspection, please access the "Self-Diagnosis System"” at the URL below and conduct an automatic
52 1(2025) diagnosis or self-assessment. Please note that even if you do not perform the self-assessment (i.e., there
is no eligible PC), your MID will not be deactivated.
v E ish Ve n
Self-Diagnosis System : https://self-diag.cc.miyazaki-u.ac.jp/ (On-Campus Only)
Text (2025)
= After conducting the self-inspection, please answer the "Test". If you do not have the corresponding
Test (2025) PC, please proceed directly to the "Test” answers,

n Text (2025)
. Test (2025)
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I Take an Examination

Click the “Attempt quiz” button.

elg.ccmiyazaki-u.acjp

B8tz 21U 3158  Home Dashboard My courses 7E .
x
LU+ MFHEE / Test (2025)
v General
; Test (2025)
FPFOIDAAS |
Lo =4 1)L

Attending Manual 4
lighest grade

v B Grade to pass: 120 out of 120
¥4 (2025)
7 A +(2025)

v English Version

Text (2025)

Test (2025)

I Answer Questions

Answer all questions. When you answer all question, click the “Finish attempt ...” button.

- o0 x

z 8 - {q

Home Dashboard My courses FE -
11 VA 10 0K LIRS WA ORI SYSAEA 11 SR

*

© d. University of Miyazaki Basic Information Security Policy stipulates the basic
policy for using the information assets of our university with ease and high
convenience.

Question 30 Chose the correct answer to report the information security incident occurred on
Not yet campus.

1
:urk\.'d out of Select one: m E E m ﬁ m B
: 2:::%% Security Incident Response Team (CSIRT) E E m E E E E

OO0

© e Chief Information Security Officer (CISO)

d. Police
Finish attempt

Question 31 Have you conducted a self-inspection of all computers that you managed and
Not yet connected to the campus network using the "Self-checking system"?

answered

Not graded Select one or more:
a. Yes
O b. No

¢. Ido not have the corresponding PC.

Finish attempt ...
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Information Security Lecture

I Send the Answers

The summary of the attempt is shown. When you want to change the answer, click the “Return to attempt”
button. When you finish an answer, click the “Submit all and finish” button.

elg.ccmiyazaki-u.acjp

1Btz U5 r 1158 E  Home Dashboard My courses

Not yet answered
Not yet answered
Not yet answered
Not yet answered
Not yet answered
Not yet answered
Mot yet answered
Not yet answered
Mot yet answered

Mot yet answered

Not yet answered

Not yet answered

Return to attempt

Submit all and finish

Submit all your answers and finish?

Once you submit your answers, you won't be able to change
them.

Questions without a response: 31

Submit all and finish
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I Check Right or Wrong

An answer is sent, and the right/wrong and correct answer are shown.

miyazaki-u.acjp

BRI UT+ WEEES Home Dashboard My courses TE .
x
RABM 1 U 155D / Test (2025)
v General
R Test (2025)
wo— T Started on Thursday, 3 April 2025, 11:53 AM
State Finished
Attending Manual Completed on Thursday, 3 April 2025, 11:53 AM
v A Time taken 41 secs
Grade 0 out of 120 (0%)
#itd (2025) Feedback Review the text again and repeatedly take the test until you get all the correct answers. (The
attendance is incomplete.)
| F2 |+(2025)
¥ English\Version Question 1 Choose the answer that is most appropriate when participating in social media.
Text (2025) Not answered
‘ ) Marked aut of Select one:
Test (2025) N a. Use of a pseudonym assures anonymity and you do not need to be concerned with good

manners.

o

. If other people are abusing each other, you can take part and slander others.
c. Avoid topics irrelevant to the aim of the BBS.
d. Freedom of speech is guaranteed so you can make a statement freely without being liable.

You can make postings on social media under the policy and rules of each social media and you must
not make statements unrelated to the purpose of the group. Also you should not make slanderous or
abusive comments.

The correct answer is: Avoid topics irrelevant to the aim of the BBS.

Question 2 Choose one appropriate statement regarding illegal trades on the internet.
Not answered %

I Re-examination

When you do not answer all the questions correctly, you click the “Re-attempt quiz” button and take an
examination for it once again. You study the contents and take an examination for it again.

elg.ccmiyazaki-u.acjp

1Btz 15 1588 E  Home Dashboard My courses b 9
x
R7BEEZH 2 VU7« 2REE / Test (2025)
| v General
—— | Test (2025)
2EY—2PIL

Re-attempt quiz

Attending Manual =
rading me - Highest grade

v
B Grade to pass: 120 out of 120

¥4 (2025)

> 2 [-(2025) Summary of your previous attempts
v English Version Grade /
Attempt  State 120 Review Feedback
Text (2025)
Test (2025) Finished Review  Review the text again and repeatedly take the
Submitted Thursday, test until you get all the correct answers.

‘ 3 April 2025, 11:53 (The attendance is incomplete.)
AM

Highest grade: 0 / 120.
Overall feedback

Review the text again and repeatedly take the test until you get all the
correct answers. (The attendance is incomplete.)
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4. Logout

I Logout

When your attendance was over or stopped, click your name and “Logout”.

miyazaki-u.acjp

Rz U5« JFME  Home Dashboard My courses I

% Profile
v English Version Grades
| v General Calendar
You study with the following "Text", and solve "Test", If all the questions answered it correctly, Messages
PFImAA attend an information security measures lecture. Please answer it until you answer all que: 9
| correctly. Private files
REI_aTIN
[ . N N N . Reports
In . on the "Basic Plan for Information Security Measures at the University of Mi
Attending Manual client PCs connected to the campus network will be required to perform a self-inspection to er oo
| v pxEE they meet the information security requirements of the University of Miyazaki. (Excluding offic references
electronic medical record PCs, netboot PCs, etc. ) Language »
# (2025) For self- ect I the "Self-D System™ at the URL bel d dl
r self-inspection, please access the “Self-Diagnosis System” at the elow and conduclle | o

2 |-(2025) diagnosis or self-assessment. Please note that even if you do not perform the self-assessm
is no eligible PC), your MID will not be deactivated.

w English Version
Self-Diagnosis System : https://self-diag.cc.miyazaki-u.ac.jp/ (On-Campus Only)

Text (2025)

2

After conducting the self-inspection, please answer the "Test". If you do not have the corresponding
Test (2025) PC, please proceed directly to the "Test" answers.

n Text (2025)
. Test (2025)

5. Confirmation of the learning state

I Grades

After logging in, click on your name in the upper right corner and click on “Grades” from the menu that
appears.
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zaki-u acjp

Btz U T RS

Home Dashboard My courses

~ English Version forades
| v General
You study with the following "Text", and solve "Test". If all the questions answered it correctly, Messanes
FIIAA | attend an information security measures lecture. Please answer it until you answer all que 9
| ~ correctly. Private files
BEI—aATI
. . N . Reports
In on the "Basic Plan for Information Security Measures at the University of Mi
Attending Manual client PCs connected to the campus network will be reqired to perform a self-inspection o er
| v BkEE they meet the information security requirements of the University of Mivazaki. (Excluding offic references
electronic medical record PCs, netboot PCs, etc. ) Language »
#iA (2025) " "
For self-inspection, please access the "Self-Diagnosis System" at the URL below and conduct 2 Log out
52 1(2025) diagnosis or self-assessment. Please note that even if you do not perform the self-assessment

is no eligible PC), your MID will not be deactivated.

Version

Self-Diagnosis System : https://self-diag.cc.miyazaki-u.ac.jp/ (On-Campus Only)

Text (2025)

After conducting the self-inspection, please answer the "Test". If you do not have the corresponding
PC, please proceed directly to the "Test" answers.

n Text (2025)
. Test (2025)

Test (2025)

Click on the appropriate course from the courses displayed.

miyazaki-u.acjp

Btz U5 r 11558 E  Home Dashboard My courses

FA*X ST B
75
Courses I am taking

Course name

BH7FEFRETF1 T (3

I User report

Click on the “Grades” tab above to view the user report. The “Test” - “Grade” value in the table is your
current highest score. If this is a perfect score, the course is complete.
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& User report | ST/ LS

d

elg.ce miyazaki-uacjp

Btz U T r RS

Home Dashboard My courses

SH7EEREEF 1 VUT WRKEZ: View: User

v General
report
FPIIUAA N
BEI=ATIL Course  Grades Competencies  More v

Attending Manual
v BAEE User report

i1 (2025)

72 1-2025) TE FAF T EKR #-

English Version

<

Text (2025) .
Grade item Percentage Feedback

Test (2025)
v HH7EERETTUT SRS

L e
B 52 | (2025)

quiz
B Test (2025)




